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A historical parallelism

1900 VS 2020



A tale from 1900’s

m A few benefit a lot

m Most benefit marginally
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% Interaction between humans and technology needed regulation
m Registration, licenses, limits...

m Met with resistance. Took decades!
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Fast Forward to 2020

% New disruptive technology: Al
% At the beginning
m Afew benefit a lot

m Most benefit marginally

7/

% Interaction between humans and technology needed regulation
m Registration, licenses, limits...

m Met with resistance. Let’s hope it does not take decades
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Signs: First level of information

% Signs can be great
m Complex ideas made simple (& non-intrusive)
m Coarse boundaries

m Minimal empowerment for all

% Signs can be awful

m Detailed decision-making

6:49-7:15 A—
m Special cases/exceptions 37507 MM

203233 PM |_

ARTIFICIAL INTELUIGENCE



Transparency Scheme

Three levels and Two pillars



Minimum Information

10 1 Qo1

Data Privacy Al Transparency

Minimal topics to cover with signs

C( B e @/D in two pillars .
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Covering all demands

e )
Level 3 Data request form Public data
Full Detail
Components E Dashboard ¥ Source codes
complementary ~
M Which personal data? ™ Which Al algorithms/models?
to signs Level2 W el Bt 5
- sed for what purpose? o i vinae
. M Accessible for whom?
in three levels \IZI Stored for how long? ) ™ Based on which personal data?

Data Privacy Al Transparency
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Two pillars of information

<% Data Privacy % Al Transparency
m Key component of many Al m The basics of Al
m Regulated (GDPR, PECR, ..) m Unregulated
m Current schemes (TCF) are m We do not even know
annoying and confusing when there is an Al!
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Three levels of information

% Levell
m Access: All
m  Goal: Minimum decision-making
m Medium: Visual signs

% Level 2
m Access: Interested
m Goal: Enable vast majority of policies
m Medium: Factsheets

% Level3
m Access: Experts
m Goal: Full decision process
m Medium: Raw data
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Level 1: Signs

What everyone ought to know

Level 3
Full Detail

Level 2
Factsheets

Level 1
Visual Signs
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Data request form Public data

Dashboard Source codes

¥ which personal data? M Which Al algorithms/models?
M Used for what purpose?

purp M Doing what?
M Accessible for whom?

M stored for how long? ¥ Based on which personal data?

Data Privacy Al Transparency
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Signs of Data Privacy
N 101N
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No private data is Private data is gathered and used Private data is gathered and
gathered within the system distributed to 3rd parties

< Basic decisions enabled

“Do | want this service “Do | want this service
to gather my data?” to distribute my data?”
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Signs of Al Transparency
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. . Information is Information is ﬁersonalized
Data /Code of Al models is public independent of user  and subjective to the user
. > </> Code is public. Data is not. Manipulation
Reproducibility? Bias? Filter bubbles / echo chambers
Code and Data not public. Partisanship
. Propaganda
Opaque service.

< Basic decisions enabled

“Do | want to use a service that “Do | want this service to be
| cannot know what is doing?” aware of my identity?”
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Level 2: Factsheets
Level 3: Full Detalil

Enabling transparency by design

Level 3
Full Detail

Level 2
Factsheets

Level 1
Visual Signs
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Data request form

Dashboard

M which personal data?
M ysed for what purpose?
M Accessible for whom?

H Stored for how long?

Data Privacy

N
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Public data

Source codes

B Which Al algorithms/models?
M Doing what?

M Based on which personal data?

Al Transparency
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Factsheets of Data Privacy (lvl2)

% GDPR guided

% Purpose & Data Type refurbished

Which personal data?
Used for what purpose?
Accessible for whom?
Stored for how long?

% Enablesfilters
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Data Consent Data Type Purpose Duration Access
d R
Fersoral Chatbot Less than Internal
X Location 24 hours
QUELY ‘ Chatbot Less than Internal
\ J History 24 hours
\/ Navigation \ Suggested Less than Internal
activity News 1 month
‘ X Navigation‘ Personalized Less than External
activity Ads 1 month | Company A
J Use ‘ Maiket Research| LesSthan External
Statistics 1 year company B
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Factsheets of Al Transparency (lvl2)

m  Which Al algorithms/models?

m Doing what?

m Based on which personal data?

m Isit gathering it? Al Consent Al Purpose DataTypes Al Service Conditions
o : f 1 ( Personal location, ﬁ oy 5(,{“?”1‘

m Can | know what it is doing? v )(J Chatbot | ™= o1y history 5 e

O

Is it subjective?

4 N 7 - ~
Suggested ‘ igation activi ‘ z e
\/ ‘ XJ WS Navigation activity oy ) A

\

<% Level 1value is most restrictive value of Level 2
% Linked to other components
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Full Detail (lvl3)

% Data Privacy % Al Transparency
m Data Request Forms m Public data repositories
m Consents and data m Source codes and
dashboard documentation

.. the devil is In the details
interface

language

delays

accessibility
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Transparency by Design

API FRONTEND Uls MOBILE APP
5' Headers / 5' Banners/ Dedlcated UI OS-level E Push _
query params popups ! space ; capabilities | Notlfcatlons
% Consents storage (snapshots) 1 | Auditrequests | Grantirevoke requests | Modelicode requests |
queries
% Filter data based on consent weied 1| comentamms | fsepe e
queries Al service
% Al accessonly tofiltered data 3

Consents
enforcer :

feeds from

% Record consents and activity 4

Filtered
Personal Data

Barcelona

Personal Data

mN cional de Supercomputacién
ARTIFICIAL INTELUIGENCE




Barcelona
Supercomputing
Center

Centro Nacional de Supercol

Keep this in mind

We can do better
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Remarks

% Data Privacy rights are regulated but not implemented

% No balance of power between provider and consumer

% Transparency is power to the people

% User power is motivation for doing better

% Regulation will not work until the ethical principles are embraced
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The case of Human Rights

% Regulation is not enough L85
604 | ———— Amnesties

% Universal Declaration of Human

Rights by the UN General Assembly 4o- =

iNn 1948

) i -200

% Ethics are not assumed and %0

practiced overnight...

.. but hopefully it does not take 50

. 0 -0
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